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S io No1 Gateway as a software data diode with
cenario IN= functionality of industrial protocols
converting (one-way data transmission)

® Safe and secure transport
of previously unavailable

@ @ data for business

® Trusted datareceived from
the gateway help to build
N\ digital analytics and
N\ equipment operation
forecasting services
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™ ( ® Operation monitoring of

Z CNC machines, pressure

= equipment, oxygen converter, etc.

® Operation monitoring of
N\ special vehicles (quarry
7\ equipment, trucks)
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ﬁ =5 ® Analysis of production
— = chains, including logistics
tracking (RFID)




Scenario N22

Gateway as a firewall with
data routing functionality
(two-way data transmission)

® Sending security events
via the Syslog protocol
. @ 5’. - ® Safe and secure two-way
\K «@ (% data transport of previously
unavailable data for business
A ® \Signature-based intrusion and
A anomaly detection to provide
protection from external threats
7 X @ Control and management of
e industriakequipment (CNC
E @ ™ o | machines, PLC, prlnters
7 robots), monitoring of
remote sites
A ® Protection'of enterprlse
perimeter, technological data
transfer.network level
@ 2 s protection, creation.of-
 — a demilitarized zone
— =
® Local network monitoring to
Ndditionalnatee . detect new connected devices
¢ Cr_eatlon of ecosystem ® Protection of intelligent
using Kaspersky Lab products video surveillance
such as KISG+KUMA+KSRW +
KICS+KSC to provide
2? ae n?;té%-cet?gnﬁirr?;ectlon ® Gateway as a part of M2M
P systems
® Centralized management of
Kaspersky Lab products via ® Analysis of production chains,

Kaspersky Security Center

including logistics
tracking (RFID)




